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ABSTRACT

Nigeria, Africa’s most populous country and largest digital economy, stands at a critical juncture in its
pursuit of technological advancement, secure governance, and digital sovereignty. As cyber threats
intensify and digital dependency on foreign platforms increases, the Nigerian state must reassess its
approach to protecting its data, citizens, and national interests in cyberspace. This paper examines the
role of blockchain technology in enhancing Nigeria’s cybersecurity architecture and reinforcing its
digital sovereignty.

Blockchain technology’s decentralised and tamper-proof nature offers new models for securing
national databases, protecting digital identities, and restoring public trust in governance. Through the
lens of political science and digital policy, this study examines the potential of blockchain to
transform Nigeria’s governance systems, particularly in areas such as voter registration, land
documentation, digital identification (e.g. NIN), and public service delivery.

The paper critically analyses existing government initiatives, such as the National Blockchain Policy
(2023), and identifies the institutional and infrastructural gaps that impede implementation. It also
draws on comparative insights from other African countries deploying blockchain in governance to
highlight regional trends and possibilities.

Ultimately, the study argues that blockchain adoption must be rooted in Nigerian realities, addressing
issues of digital literacy, local content development, and data localisation, while fostering
collaboration between government, academia, and the private sector. If strategically embraced,
blockchain can serve as a powerful tool not only for technological innovation but also for asserting
Nigeria’s sovereignty and securing its digital future in an increasingly globalised world.
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INTRODUCTION

In the 21st century, the digital realm has become as critical to state power as territorial borders,
military strength, or diplomatic alliances. As the world becomes more interconnected, nations are
racing not only to digitise their economies but also to secure their digital infrastructures and assert
control over their data ecosystems. This growing emphasis on digital sovereignty, a state’s ability to
control its data, technology platforms, and digital infrastructure, has become central to national
development, economic competitiveness, and geopolitical positioning. For Nigeria, the stakes could
not be higher.

Nigeria stands at a unique inflexion point. As Africa’s largest economy and most populous country,
with over 220 million citizens and more than 120 million active internet users (NBS, 2023), Nigeria is
both a digital powerhouse and a prime target for cyber threats. The digital economy has grown
significantly, contributing between 16% - 18% to the national GDP, and digital services, ranging from
mobile money to e-governance, are increasingly mainstream. Yet, this rapid growth has come with
deep vulnerabilities: cyberattacks on banks and national databases are on the rise, state institutions are
increasingly reliant on foreign-owned cloud platforms and digital infrastructure, and trust in
government-led digital initiatives remains fragile.

In this volatile context, blockchain technology, known for its decentralisation, immutability, and
transparency, offers a promising pathway toward securing Nigeria’s digital infrastructure, rebuilding
trust in public governance, and asserting the nation’s sovereignty in cyberspace.

Originally developed as the underlying architecture for cryptocurrencies like Bitcoin (Nakamoto,
2008), blockchain has since evolved into a multipurpose infrastructure with applications in identity
management, voting, land documentation, supply chain logistics, healthcare records, and more. The
central premise of blockchain, that data can be stored and verified across a distributed network
without a single point of failure or control, has powerful implications for how nation-states secure and
manage digital trust.

In the Nigerian context, where public institutions frequently struggle with inefficiency, fragmentation,
and corruption, blockchain offers more than just a technological solution. It provides a new
governance paradigm. Imagine a voter register that cannot be manipulated, a land registry that cannot
be forged, a digital identity system that respects privacy and prevents fraud, and social welfare
payments that are transparent, traceable, and automatic. These are not utopian ideas. They are real
possibilities made achievable by the strategic application of blockchain technology.

The Nigerian government recognised this potential, and in 2023, the National Information Technology
Development Agency (NITDA) released the National Blockchain Policy, which aims to provide a
regulatory and implementation framework for blockchain deployment across various sectors. This is a
commendable step forward. However, adoption has been slow and uneven. Major institutional gaps,
infrastructural limitations, and conflicting regulatory approaches, such as the Central Bank’s earlier
ban on cryptocurrency transactions, have created confusion and stifled innovation. Also, public
understanding of blockchain remains limited, often confused with speculative crypto trading or online
fraud.

This paper seeks to examine how blockchain technology can be utilised to enhance cybersecurity,
strengthen governance, and reinforce Nigeria’s digital sovereignty. It focuses on four strategic
governance domains: voter registration, land documentation, national identity systems (e.g., the NIN),



and public service delivery, where blockchain’s impact can be most transformative. By critically
assessing Nigeria’s current policy framework, including the 2023 National Blockchain Policy, this
paper identifies key institutional and infrastructural bottlenecks to blockchain adoption.

Additionally, the paper draws comparative insights from African countries such as Rwanda, Ghana,
Sierra Leone, and South Africa, which have piloted blockchain in land registration, elections,
customs, and financial systems. These cases offer valuable lessons on what works and what doesn’t in
introducing blockchain at the level of public infrastructure.

Finally, the paper argues that blockchain adoption in Nigeria must be rooted in local realities,
including political economy dynamics, digital literacy levels, and existing governance cultures. It calls
for a multi-stakeholder approach, uniting government agencies, private sector innovators, academia,
and civil society, to ensure that blockchain is not merely a buzzword or imported trend but a
sustainable, inclusive tool for national development.

In an era when cybercrime syndicates become increasingly sophisticated, data becomes a valuable
currency, and national resilience is measured as much by digital capacity as by conventional strength,
Nigeria cannot afford to be a passive consumer of global technologies. It must become an architect of
its digital destiny. Blockchain offers such a blueprint. Whether it becomes a foundation for secure,
sovereign governance or another missed opportunity will depend on the choices policymakers make in
the years ahead.

CONCEPTUAL AND THEORETICAL FRAMEWORK

Understanding how blockchain intersects with cybersecurity and digital sovereignty in Nigeria
requires an examination of the underlying technologies, governance theories, and policy frameworks.
This section unpacks the conceptual foundations of blockchain, the evolving definitions of
cybersecurity and digital sovereignty, and the political science perspectives needed to contextualise
the implementation of these technologies within a developing state.

Blockchain Technology: Architecture and Significance

Blockchain is a type of distributed ledger technology (DLT) that stores records (or "blocks") in a
decentralised and cryptographically secured network. Each block contains a timestamp, transaction
data, and a cryptographic hash of the previous block, forming an immutable chain. This structure
ensures data integrity, prevents unauthorised alterations, and facilitates traceable audit trails. The
decentralised nature of blockchain eliminates single points of failure, making it highly resilient against
hacks and systemic manipulation.

While blockchain gained notoriety as the backbone of cryptocurrencies such as Bitcoin, Ethereum and
Solana, its potential extends far beyond digital currencies. Governments and institutions are
increasingly adopting blockchain for applications such as digital identity, land titling, procurement
transparency, healthcare records, and election integrity. The technology’s appeal lies in its ability to
ensure trust without intermediaries, which is a critical feature in countries with historically weak or
distrusted institutions.

From a public administration standpoint, blockchain offers a novel solution to Nigeria’s enduring
challenges with corruption, inefficiency, and lack of transparency. In societies where paper-based



processes and bureaucratic red tape create room for manipulation, blockchain introduces a verifiable
and decentralised source of truth, which can act as both a deterrent and an accountability mechanism.

Cybersecurity: From Infrastructure Protection to National Strategy

Cybersecurity is commonly defined as the set of practices, technologies, and processes designed to
protect digital systems, networks, and data from unauthorised access, attack, damage, or theft.
However, in today’s complex and digitised world, cybersecurity is no longer just a technical concern;
it is a national security imperative.

According to CERT-NG (2023), Nigeria experiences thousands of cyber incidents annually, targeting
critical infrastructure, including financial institutions, telecommunications networks, energy grids, and
government databases. These attacks include phishing schemes, data breaches, denial-of-service
attacks, and ransomware incursions. Given Nigeria’s growing digital dependency, a single major
cyberattack could cripple service delivery, disrupt elections, or compromise sensitive national data.

Blockchain contributes to cybersecurity by providing a tamper-proof structure where data cannot be
altered retroactively without modifying all subsequent blocks, a task considered computationally
impractical on most public blockchains. Blockchain also facilitates secure peer-to-peer authentication,
multi-party verification, and decentralised identity management, all of which reduce vulnerabilities
associated with centralised databases.

That said, blockchain is not a silver bullet. Like all technologies, its effectiveness depends on how
well it is integrated with broader cybersecurity strategies. Issues such as endpoint vulnerabilities,
private key management, and scalability challenges must be addressed through layered defences,
regulatory oversight, and continuous monitoring.

Digital Sovereignty: Beyond Data Localisation

The concept of digital sovereignty has gained traction globally as states seek to assert control over
their digital ecosystems. It encompasses a country’s ability to control its data, infrastructure, software,
and digital policy without undue influence from foreign actors or multinational corporations.

For countries like Nigeria, whose data is often hosted on foreign-owned cloud platforms and whose
digital communications rely on global service providers, digital sovereignty is both a developmental
and strategic issue. The risks are multifaceted: foreign surveillance, data harvesting, external
censorship, and economic dependency.

Blockchain can bolster digital sovereignty in several ways:

e Decentralised Hosting: Data can be stored across distributed nodes within the country,
reducing reliance on foreign cloud providers.

e Self-Sovereign Identity: Citizens can manage their digital credentials without centralised
databases controlled by the state or external actors.

e Transparent Systems: Transactions and government records can be validated by multiple
stakeholders, preventing backdoor manipulation.

Digital sovereignty is about where data is stored, who controls the rules of access, the architecture of
trust, and the ability to audit and modify systems according to national priorities. As such, blockchain



aligns closely with sovereignty goals, particularly in postcolonial states like Nigeria, which seek
greater autonomy in the digital age.

Political Science Perspectives: Power, Trust, and Institutions

From a political science viewpoint, technology does not operate in a vacuum,; it reflects and reshapes
existing power dynamics. Blockchain may promise decentralisation, but its real-world implementation
is inevitably shaped by institutions, interest groups, and historical contexts.

In Nigeria, political elites have historically controlled access to information and resources as a means
of consolidating power. Introducing a transparent, incorruptible ledger system could upend these
informal systems of patronage. Therefore, resistance from within the public sector should be expected,
particularly in agencies where opaque processes benefit key stakeholders.

In addition, blockchain’s promise of trust and accountability must contend with the broader trust
deficit that characterises Nigerian politics. Citizens may be wary of new technologies, especially
when they are introduced by institutions they perceive as corrupt or unresponsive. Therefore, public
education, community engagement, and inclusion in system design are critical to ensure that
blockchain is not seen as another top-down imposition.

Finally, institutional capacity matters. Without skilled personnel, updated regulatory frameworks, and
inter-agency coordination, blockchain projects risk becoming symbolic initiatives rather than
operational reforms.



NIGERIA’S DIGITAL ECOSYSTEM: OPPORTUNITIES AND
CONSTRAINTS

As one of Africa’s fastest digitised countries, Nigeria’s digital ecosystem reflects a paradox:
remarkable innovation co-existing with significant structural and governance challenges. While the
country boasts an expanding tech scene, rising internet penetration, and policy frameworks aimed at
digital transformation, it simultaneously grapples with infrastructural deficits, cyber vulnerabilities,
regulatory ambiguity, and public mistrust. Understanding these dynamics is essential for
contextualising any proposed blockchain-based solutions.

The Expanding Digital Economy

Nigeria’s digital economy has experienced rapid growth over the past decade. The 2023 report from
the National Bureau of Statistics (NBS) estimated that the ICT sector contributed over 18.44% to the
national GDP in Q2 2023, up from just 9.7% in 2016. The proliferation of mobile phones, over 210
million active mobile subscriptions, and improved broadband access have enabled the rapid adoption
of digital services ranging from banking and education to healthcare and e-commerce.

Nigeria’s fintech industry is particularly notable. Homegrown platforms like Paystack, Flutterwave,
and Moniepoint have gained regional prominence, providing digital financial services to millions of
previously unbanked Nigerians. Similarly, the government has rolled out digital ID systems (NIN),
digital payment for civil servants, and pilot e-governance platforms in tax administration, voter
registration, and procurement. These efforts indicate that Nigeria is committed to digitalising
governance and service delivery.

Key Digital Infrastructure Initiatives

The Nigerian government, through the Federal Ministry of Communications, Innovation and Digital
Economy, has initiated several infrastructure projects to support digital growth:

e National Broadband Plan (2020-2025): Aims to achieve 70% broadband penetration by 2025.

e Nigeria Digital Economy Policy and Strategy (NDEPS): Launched to create a digitally
empowered society and knowledge-based economy.

e Galaxy Backbone: A government-owned infrastructure and services company providing
secure connectivity to MDAs.

While these policies signal a clear direction, implementation is often underfunded, delayed, or
derailed by bureaucratic inefficiencies.

Cybersecurity Vulnerabilities

Cybersecurity remains one of the weakest links in Nigeria’s digital infrastructure. According to the
Nigeria Cybersecurity Outlook 2023, the country experienced over 3,000 documented cyberattacks in
the first quarter of the year alone. Targets included banks, telecommunications companies, and
government databases. Common threats included ransomware, phishing attacks, website defacements,
and insider data leaks.



The government’s 2021 National Cybersecurity Strategy and Policy highlighted the need for a
coordinated response mechanism across MDAs and established the Nigeria Computer Emergency
Response Team (ngCERT). Still, most government agencies and even critical service providers lack
the resources, expertise, or incentives to comply with cybersecurity standards. Some still operate on
outdated systems vulnerable to attacks.

Foreign Dependence and Digital Colonialism

Despite growth, much of Nigeria’s digital infrastructure, especially cloud storage, social media, and
data processing platforms, remains under the control of foreign entities. Government agencies
frequently rely on services hosted by Amazon Web Services (AWS), Microsoft Azure, and Google
Cloud. Local content development is minimal in strategic infrastructure areas, from operating systems
to cybersecurity protocols.

This raises concerns about digital sovereignty, as Nigeria lacks complete control over where its data is
stored, who has access to it, and under what legal jurisdiction. Sensitive national data, including
biometric records and government communications, can be accessed or subpoenaed in foreign
jurisdictions, undermining the state’s ability to protect its own information ecosystem.

This dependency also limits local capacity development. Foreign vendors often deploy turnkey
solutions with minimal local involvement, resulting in limited knowledge transfer or domestic
innovation.

Regulatory Fragmentation and Policy Incoherence

Another key constraint is the lack of a coherent regulatory framework. Multiple agencies, including
the National Information Technology Development Agency (NITDA), the Central Bank of Nigeria
(CBN), the Nigerian Communications Commission (NCC), and the Nigeria Data Protection
Commission (NDPC), issue policies on digital infrastructure and data governance. These overlapping
mandates lead to confusion, contradictions, and policy inertia.

For instance, while NITDA promotes blockchain adoption through the National Blockchain Policy,
the CBN previously banned cryptocurrency-related transactions in the banking sector. Though the two
are not synonymous, the policy overlap has created uncertainty among founders and developers, and
discouraged innovation.

This incoherence extends to identity systems as well. Nigeria currently operates several parallel
identity schemes: NIN, BVN, voter ID, and driver’s license, managed by different agencies without
full interoperability. This redundancy not only wastes public funds but also creates multiple entry
points for fraud and identity theft.

Digital Exclusion and Literacy Challenges

Digital inclusion remains uneven across Nigeria. Urban centres like Lagos, Abuja, and Port Harcourt
enjoy robust internet connectivity, while large parts of the North-East, North-West, and rural South
experience limited or no access. As of 2022, over 50% of rural Nigerians lacked access to reliable
internet.



Additionally, digital literacy is alarmingly low, particularly among older adults, women, and
individuals from lower-income communities. Without targeted efforts to raise awareness and capacity,
emerging technologies like blockchain risk deepening digital inequality, excluding the very
populations they aim to empower.

Public Distrust in Digital Governance

Public scepticism remains high regarding government-led digital initiatives. Past failures, including
delays in ID enrollment, leakages in social benefit programs, and opaque procurement platforms, have
eroded trust. Citizens often suspect that new digital technologies are tools for surveillance or elite
capture.

To overcome this, the government must not only introduce effective technologies but also engage
communities, provide education in local languages, and demonstrate the tangible benefits of digital
reform. Blockchain, for example, will only be accepted if citizens understand how it safeguards their
data and improves their access to services.

In conclusion, while Nigeria’s digital ecosystem is evolving with immense potential, it is hampered by
cyber vulnerabilities, policy fragmentation, foreign dependence, and infrastructural gaps. These
challenges must be addressed comprehensively to create an environment that enables blockchain
technology and digital governance more broadly to thrive.



BLOCKCHAIN APPLICATIONS IN GOVERNANCE

Blockchain technology holds immense promise for transforming public governance in Nigeria,
particularly in addressing issues of inefficiency, opacity, and corruption. Its core features;
decentralisation, immutability, and transparency, align closely with the country’s need for trusted and
accountable systems in sectors plagued by manipulation and mistrust. In this section, we will explore
four high-impact areas where blockchain can be practically applied in Nigeria’s governance: electoral
integrity, land documentation, national identity systems, and public service delivery.

1. Electoral Integrity and Voter Registration

Elections in Nigeria are often contentious and fraught with accusations of fraud, multiple voter
registrations, ballot box snatching, vote buying, and manipulation of results. While the Independent
National Electoral Commission (INEC) has made efforts to introduce technology (e.g. the Bimodal
Voter Accreditation System - BVAS), these systems remain vulnerable to political interference and
hacking.

A blockchain-based voter register can provide a secure, transparent, and immutable record of all
eligible voters. Once a citizen is enrolled, their data is stored on a distributed ledger that cannot be
altered or duplicated without consensus from the network. This ensures the uniqueness of each voter
and prevents multiple registrations.

Additionally, blockchain can support electronic voting in local elections. Using digital identities
linked to the blockchain, voters could securely cast their ballots from anywhere in the country. Smart
contracts could then automate the tallying process and immediately update results in a tamper-proof
manner. These features can significantly reduce post-election disputes and restore public confidence
in the electoral process.

Countries like Romania have implemented similar systems with notable success. While Nigeria’s
context differs, lessons can be drawn on data interoperability, legal reforms, and public education
strategies needed to make such a transition feasible.

2. Land Documentation and Property Rights

Land ownership disputes are among the most common causes of litigation in Nigeria. The absence of
a unified and transparent land registry system has led to fraud, double allocation, land grabbing, and
loss of investor confidence. Manual record-keeping systems used by state land registries are prone to
tampering, loss, and inefficiency.

Blockchain can provide a tamper-resistant land registry where property titles and ownership histories
are recorded on a public ledger. Each transaction, be it a sale, inheritance, or court ruling, is
time-stamped and permanently stored. This prevents unauthorised alterations and establishes a single
source of truth for land ownership.

By integrating geospatial data and digital identities, blockchain-enabled registries can facilitate
seamless property transfers, reduce bureaucratic delays, and promote the formalisation of land rights.
This would particularly benefit rural landowners, women, and small-scale farmers, who often face
legal and cultural barriers to land ownership.



Rwanda’s blockchain-powered land registration program, implemented with the support of
international partners, stands as a regional benchmark. It aims to reduce transaction times from over
30 days to less than 7 and improve land tenure security.

3. National Identity Systems

Nigeria currently operates multiple identity databases managed by different agencies, including NIMC
(NIN), CBN (BVN), INEC (voter ID), and FRSC (driver’s license), with limited interoperability. This
fragmentation leads to duplicate records, inefficiencies, and increased vulnerability to fraud.

Blockchain-based Self-Sovereign Identity (SSI) systems offer a powerful alternative. In this model,
individuals control their digital credentials, which are stored on a blockchain. Verification is
performed through cryptographic signatures rather than relying on centralised authorities. This
ensures privacy, security, and interoperability.

For example, a citizen with a blockchain-verified digital ID can use it across various platforms,
including banks, healthcare, education, and government, without needing to register repeatedly. Smart
contracts can be used to verify age, citizenship, or eligibility for benefits without revealing
unnecessary personal data.’

Integrating such a system into Nigeria’s national infrastructure would not only improve service
delivery but also ensure inclusiveness, especially for marginalised populations often excluded from
traditional ID systems due to bureaucratic or logistical hurdles.

4. Transparent Public Procurement and Social Services

Corruption in public procurement remains one of Nigeria’s most persistent governance challenges.
Budget padding, inflated contracts, ghost vendors, and a lack of accountability have led to widespread
wastage of public funds. Efforts like the Open Contracting Data Standard (OCDS) have improved
transparency, but loopholes remain.

Blockchain can enhance procurement transparency by logging every stage of the procurement cycle,
from bid advertisement to contract award and delivery, on an immutable ledger. Each participant
(agency, bidder, contractor) can be issued a digital ID, and smart contracts can automate payments
upon delivery verification.

In addition to procurement, blockchain can streamline the delivery of social services such as cash
transfers, student bursaries, and health subsidies. By linking digital IDs with program eligibility
criteria and bank accounts or mobile wallets, funds can be disbursed automatically and tracked in
real-time. This reduces leakages, ensures targeted impact, and provides a public audit trail.

Pilot projects in Kenya and India have shown the effectiveness of blockchain in public benefit
distribution. For Nigeria, such a system could be particularly impactful in conditional cash transfer
programs like those operated under the National Social Investment Programme (NSIP).

Challenges to Implementation

Despite the clear benefits, integrating blockchain into public governance is not without challenges:



Legal Ambiguities: There is no existing legal framework recognising blockchain-generated
documents or smart contracts.

Technical Capacity: Most MDA lack trained personnel and IT infrastructure.

Political Resistance: Greater transparency may be resisted by vested interests that benefit
from the status quo.

Digital Literacy: Without public understanding, the trust benefits of blockchain may not
materialise.



CRITICAL REVIEW OF NIGERIA’S NATIONAL
BLOCKCHAIN POLICY (2023)

The launch of Nigeria’s National Blockchain Policy in May 2023 marked a significant milestone in
the country’s digital governance trajectory. Developed by the National Information Technology
Development Agency (NITDA) in collaboration with other stakeholders, the policy aims to
institutionalise blockchain technology as a catalyst for national development, innovation, and digital
sovereignty. However, a closer analysis reveals that while the policy framework is ambitious and
timely, it faces considerable hurdles in terms of coherence, capacity, and implementation.

Policy Objectives and Strategic Pillars

The National Blockchain Policy outlines several strategic objectives for blockchain deployment
across both public and private sectors. These include:

Promoting secure digital identities and data integrity

Improving public sector transparency and service delivery
Supporting innovation hubs and indigenous technology development
Creating a regulatory environment for blockchain and digital assets[

Developing human capital and institutional awareness

To achieve these goals, the policy outlines key implementation strategies like the establishment of a
National Blockchain Steering Committee, the creation of a multi-sectoral governance model, and the
designation of pilot Ministries, Departments, and Agencies (MDAs) for initial deployments. The
document aligns with broader frameworks, including the Nigeria Digital Economy Policy and
Strategy (2020-2030), the National Broadband Plan, and the Nigeria Data Protection Regulation
(NDPR).

Policy Strengths

1. Holistic Vision: The policy does not treat blockchain as a niche technology but situates it
within the broader context of governance, cybersecurity, economic development, and national
sovereignty.

2. Emphasis on Local Content: Unlike many policy documents that focus on foreign
partnerships, this policy explicitly encourages the development of indigenous blockchain
startups and academic research centres.

3. Cross-Sector Engagement: The inclusion of stakeholders from government, academia, the
private sector, and civil society recognises that blockchain adoption requires a
multi-dimensional, collaborative effort.

4. Clear Use Cases: The policy identifies specific areas where blockchain can be applied, such
as digital identity, voting, land registry, public procurement, and education, providing a
practical roadmap.

Institutional and Regulatory Gaps

Despite its strengths, the policy is hampered by structural limitations that undermine its transformative
potential.



1. Regulatory Fragmentation

One of the most critical issues is the lack of regulatory coherence. Different agencies continue to issue
conflicting guidelines on emerging technologies. For instance:

e While NITDA promotes blockchain, the Central Bank of Nigeria (CBN) previously imposed
a ban on cryptocurrency transactions in banks, a move that caused confusion in the local
blockchain community and discouraged innovation.

e The Securities and Exchange Commission (SEC) later introduced a framework for digital
assets, but there is still no unified legal stance on blockchain-based contracts, tokens, or
decentralised applications.

This disjointed approach creates uncertainty for builders, investors, and civil servants alike. Until the
regulatory ecosystem is harmonised, widespread blockchain adoption in governance will remain
elusive.

2. Lack of Legal Recognition

Nigeria currently lacks legal frameworks that recognise blockchain-generated records, digital
signatures on smart contracts, or decentralised identifiers (DIDs) as admissible evidence in court. This
gap makes government agencies reluctant to adopt blockchain, especially in legal, financial, and
identity systems.

Countries like Bahrain, Belize, France, Kiribati, Paraguay, Papua New Guinea, Singapore,
Timor-Leste, the UK, and Abu Dhabi Global Market (ADGM) have enacted the UNCITRAL Model
Law on Electronic Transferable Records (MLETR), which recognizes electronic transferable records
as legally equivalent to paper-based documents. The MLETR is technology-neutral; it permits
implementations using blockchain or distributed ledger technology under this legal framework.
Nigeria must do the same to move beyond pilot projects and scale national systems.

3. Capacity Constraints in MDAs

MOST government institutions lack the necessary technical skills, infrastructure, and cybersecurity
protocols to deploy blockchain solutions effectively. While the policy mandates capacity-building
programs, these are yet to be systematically rolled out.

A 2022 survey by NITDA found that fewer than 15% of civil servants in target agencies had any
understanding of blockchain technology, and even fewer had access to systems capable of supporting
it. Without addressing this skills gap, the policy risks being another well-written document with
limited practical effect.

4. Weak Monitoring and Evaluation Frameworks

The policy lacks a robust system for tracking implementation milestones, assessing impact, and
adjusting strategies based on real-world feedback. Unlike digital policies in countries like Kenya or
Rwanda, Nigeria’s policy does not yet include performance metrics or an annual public progress
report.

Transparency in implementation is vital for fostering stakeholder trust and preventing “policy fatigue”
among implementers and the public.



Implementation Delays and Missed Opportunities

Since the policy’s launch, progress has been slow. No major government pilot projects have been
announced, and the Steering Committee has not yet released public documentation of its activities.
While private blockchain adoption is increasing (especially in fintech), government uptake remains
minimal.

This delay is a missed opportunity. With Nigeria’s upcoming national census, electoral reforms, and
social investment programs, blockchain could have been deployed in time-sensitive, high-impact
areas.

What Needs to Be Done

1. Enact Enabling Legislation: Pass laws that formally recognise blockchain records, digital
signatures, and decentralised identities.

2. Unify Regulation: Create a National Digital Assets Commission to harmonise
blockchain-related policies across NITDA, CBN, SEC, and NDPC.

3. Fund Capacity Building: Allocate budgetary resources to train civil servants and fund
blockchain integration in MDAs.

4. Launch Public Pilots: Begin with simple, low-risk use cases, like verifying education
certificates or land ownership records, to build institutional confidence.

5. Develop Evaluation Frameworks: Establish key performance indicators (KPIs) and timelines
to measure the policy’s impact and adjust based on feedback.



COMPARATIVE INSIGHTS FROM OTHER AFRICAN
COUNTRIES

While blockchain is still an emerging technology in Africa, several countries have piloted and
implemented blockchain-based systems in governance, with varying degrees of success. These
experiences offer valuable lessons for Nigeria as it seeks to adopt blockchain technology in ways that
enhance governance, bolster digital sovereignty, and foster public trust. This section presents case
studies from Rwanda, Ghana, Sierra Leone, and South Africa, highlighting their blockchain
initiatives, achievements, and challenges.

1. Rwanda: Blockchain for Land and Mineral Governance

Rwanda is widely regarded as one of Africa’s success stories in digital transformation. In recent years,
it has incorporated blockchain technology into several areas of public administration.

e Land Registration: In partnership with Medici Land Governance and other international
donors, Rwanda digitised and secured its national land registry on a blockchain system.

e Mineral Traceability: Rwanda is also piloting blockchain in the mining sector to track the
origin of conflict minerals. Tantalum, tin, and tungsten mined in Rwanda are now tracked
through blockchain technology to ensure ethical sourcing, in response to global pressure from
electronics companies for clean supply chains.

Lessons for Nigeria:

e Rwanda’s success highlights the importance of government commitment and centralised
coordination.

e Political will and alignment between policy and implementation were critical.
e International partnerships played a supporting, but not dominating, role.
2. Ghana: Blockchain for Property Addressing and Financial Services

Ghana has implemented blockchain solutions to address long-standing issues around property
ownership, urban planning, and access to financial services.

e Blockchain in Financial Systems: The Bank of Ghana has conducted exploratory research into
central bank digital currencies (CBDCs) and blockchain-powered payment systems.
Additionally, Ghana has hosted several regional hackathons focused on developing
governance applications using blockchain technology.

Lessons for Nigeria:

e Blockchain was introduced as part of a wider digital inclusion strategy, not in isolation.



3. Sierra Leone: Blockchain and Electoral Transparency

Sierra Leone made headlines in 2018 when it partnered with Swiss firm Agora to use blockchain for
auditing results in a national election. Though the project covered only a subset of electoral districts, it
was one of the first real-world implementations of blockchain for electoral integrity.

e The project demonstrated how blockchain technology could be used to record votes in a
transparent and tamper-proof manner, thereby reducing suspicions of rigging and
post-election violence. It had some limitations. For example, the initiative lacked widespread
government ownership and did not scale beyond the pilot, and citizens and local stakeholders
were not adequately educated on how the system worked, leading to confusion and
scepticism.

Lessons for Nigeria:

e Start small, but build with scale in mind.
e Institutional buy-in is as important as technological capacity.

e Public awareness and education are critical, especially in contexts where electoral credibility
is highly contested.

4. South Africa: Blockchain in Financial Innovation and Public-Private
Experimentation

South Africa is Africa’s most advanced blockchain ecosystem, largely driven by its mature financial
sector and regulatory openness.

e Project Khokha: A blockchain-based interbank payment system piloted by the South African
Reserve Bank (SARB), which demonstrated how blockchain could be used to settle
large-value transactions efficiently and securely.

e Regulatory Sandbox: The Intergovernmental Fintech Working Group (IFWG) has established
a “sandbox” where blockchain startups can test innovations under relaxed regulatory
conditions while maintaining oversight.

Lessons for Nigeria:

e Regulatory flexibility, such as sandboxing, is vital for innovation.
e Use cases must align with existing infrastructure and user needs.

Implications for Nigeria
Nigeria can draw several important insights from these case studies:

1. Political Will Is Non-Negotiable: All successful projects required top-level government
commitment and sustained administrative support.

2. Local Adaptation Is Critical: Imported solutions often fail. Blockchain systems must be
adapted to Nigerian legal structures, user behaviour, and governance styles.



3. Focus on High-Impact, Low-Resistance Areas First: Instead of starting with complex electoral
systems, Nigeria could begin with land titling or verifying education certificates.

4. Public Trust Must Be Earned, Not Assumed: Community engagement, transparency in
deployment, and consistent communication are essential to overcome scepticism.

5. Pilot, Learn, Scale: Agile, iterative approaches that allow for learning and course correction
are more effective than top-down, one-size-fits-all rollouts.

Nigeria doesn’t need to reinvent the wheel. The continent already offers models, some successful,
others instructive in failure, from which it can craft its path toward sovereign, secure, and
citizen-centric digital governance powered by blockchain technology.



STRATEGIC RECOMMENDATIONS FOR BLOCKCHAIN
ADOPTION IN NIGERIA

While Nigeria has articulated its ambition to be a regional leader in blockchain innovation, real
progress requires more than policy declarations. Effective blockchain adoption must be strategic,
phased, inclusive, and tailored to Nigeria’s unique social, political, and infrastructural landscape. This
section outlines actionable recommendations across six key pillars: legislation, infrastructure, capacity
building, pilot deployment, and public engagement.

1. Enact a Robust Legal and Regulatory Framework

Blockchain adoption cannot thrive in a regulatory vacuum. Clear, enabling legislation is required to
give legal validity to blockchain records, smart contracts, and digital identities. Legal clarity will
de-risk investment, improve adoption by government agencies, and provide recourse for violations or
misuse.

Recommendations:

e Recognise blockchain-generated records in Nigerian law, especially in land registration, ID
verification, and court admissibility.

e [ egalise smart contracts as binding agreements, with provisions for dispute resolution.

e Amend the NDPR to include decentralised data governance and give citizens more control
over how their data is used.

e [Establish a dedicated Digital Assets & Blockchain Commission that harmonises policy
directives from NITDA, SEC, NDPC, and CBN. This body should act as a central
clearinghouse for blockchain governance.

2. Strengthen Digital Infrastructure and Sovereign Data Systems

Blockchain systems demand reliable internet access, secure data hosting, and national digital
backbone infrastructure, areas where Nigeria still lags. A secure, interconnected, and scalable
infrastructure base is necessary for blockchain to move beyond pilot projects.

Recommendations:

e Invest in national data centres capable of hosting sensitive blockchain applications locally.

e Expand broadband penetration, especially in underserved areas, using subsidies or
public-private partnerships (PPPs).

e Support local blockchain cloud providers and promote sovereign cloud hosting policies for all
Ministries, Departments, and Agencies (MDAsS).

e Create modular, interoperable systems that enable seamless integration of blockchain services
across land, voting, identity, and procurement.



3. Build Human Capital and Institutional Capacity

Blockchain implementation demands more than technical code. It requires civil servants, developers,
policymakers, and the public to understand the systems being deployed. Skills shortages are one of the
most cited barriers to public sector innovation. Upskilling at all levels, technical, regulatory, and
strategic, is key.

Recommendations:

e Integrate blockchain education into the curricula of tertiary departments across computer
science, law, political science, and economics.

e Launch a National Blockchain Fellowship to train civil servants and deploy them to MDAs as
digital transformation officers.

e Offer funding for blockchain research and innovation through grants and university-industry
linkages.

e Establish regional blockchain hubs in partnership with state governments and chain
ecosystems to spread adoption beyond Abuja and Lagos.

4. Pilot Early Use Cases with High Public Value

Rather than attempting blanket adoption, Nigeria should focus on low-risk, high-impact pilot projects
that demonstrate blockchain’s value to the public and public servants alike. Pilot projects generate
data, refine implementation approaches, and build internal champions within the civil service.

Recommendations:

e Pilot land registry systems in select LGAs or states like Kaduna, Edo, or the FCT, where
digitisation is already underway.

e Verify education certificates using blockchain to reduce forgery and improve trust in
qualifications.

e Digitise NIN or voter ID authentication with blockchain-linked biometric verification.
5. Engage the Public and Build Citizen Trust

Public perception and trust are critical to any national technology reform. Many Nigerians still

associate blockchain with cryptocurrency scams, get-rich-quick schemes, or state surveillance.

Without public buy-in, blockchain risks rejection, or worse, passive non-use, regardless of how
advanced the tech is.

Recommendations:

e Run national awareness campaigns that demystify blockchain and highlight its uses in service
delivery, not just cryptocurrency.

e Use local languages and influencers to reach rural populations and urban informal
communities.



e Engage traditional rulers, religious institutions, and civil society as trusted intermediaries to
explain how blockchain can benefit everyday people.

e Host town halls and participatory design workshops before rolling out systems in sensitive
areas, such as voting or identity management.

CONCLUSION

Nigeria is at a decisive moment in its digital evolution. As cyber threats intensify, data dependency on
foreign platforms deepens, and public trust in institutions remains fragile, blockchain technology
offers an opportunity to reimagine governance from the ground up. Its decentralised, tamper-resistant
nature makes it uniquely suited to contexts where integrity, transparency, and security are paramount.

This paper has explored the potential of blockchain to reinforce cybersecurity and digital sovereignty
while improving public service delivery in Nigeria. Key areas identified include electoral reform, land
documentation, national identity systems, and procurement integrity. The review of Nigeria’s National
Blockchain Policy (2023) revealed a forward-looking framework with strong intentions, but hindered
by regulatory fragmentation, implementation delays, and limited institutional readiness.

Lessons from other African countries highlight that success depends not only on the technology itself
but also on governance, leadership, and citizen engagement. For blockchain to succeed in Nigeria, it
must be implemented with strategic focus, cross-sector collaboration, and unwavering political will.

The recommendations offered in this paper provide a pathway forward: build the legal and
institutional foundations, invest in infrastructure and people, pilot real-world use cases, and educate
the public. Blockchain should not be seen as a silver bullet, but as a foundational layer for Nigeria’s
digital future, one that can help reclaim autonomy over national data, restore public confidence in
institutions, and position the country as a digital leader on the continent.

In a world where power is increasingly mediated through technology, Nigeria must not be a passive
consumer of digital systems created elsewhere. Instead, it must become an architect of its digital
destiny. Blockchain, if wisely embraced, can be the infrastructure upon which this sovereignty is built.
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